Remove “Active Recovery Desktop” error / malware

Step 1:
Article:

http://madcraic.com/maze/2007/04/17/ie7-activedesktop/
Exerts:

Tip #6: Active desktop recovery/Script error Fix

The desktop.htt file is stored in user’s profiles and it will need to be removed to fix this Active Desktop or Script Error from appearing. Windows will regenerate the file automatically.

To do this:

Open an explorer window. 

Go to tools > folder options > view, and uncheck hide protected opsys files. 

Apply and ok. 

Then do a search in your sys drive [usually c: ] for desktop.htt. 

It will be in: Docs and Settings \ User \ Application Data \ Microsoft \ Internet Explorer. 

Delete them [One or more]. 

Close the explorer window, re-click your desktop and click Refresh. 

Make sure to then go back and RECHECK that box for view, and uncheck hide protected opsys files.. 

You really don’t want those special files exposed all the time! 

User Note: I have 3 accounts set up on my computer. The desktop.htt file for the account I was using when I had the Active Desktop Recovery problem (plus frequent crashing) was 6kb… the others were both 3kb. I deleted them all. When the problem recurred the desktop.htt file was again 6kb. 

It appears to be an infected file.

Step 2

msconfig > Start Up     (known dangerous file)

remove :  gzmrotate.dll

Step 3

Change in registry following key:   Run: regedit
HKEY_CURRENT_USER \ Software \ Microsoft \ Internet Explorer \ Desktop \ SafeMode \ Components

Change the value of DeskHtmlVersion to zero instead of decimal 272.
